Quantum computers
will break the eX|st|ng
confldentlallty

The better the questio
The better the world worl

Building a better
working world



Quantum computers pose an existential threat to
cryptography — the foundational control to ensure

data confidentiality.
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Quantum is not an agenda for tomorrow,

but for today.

Regulatory response

The US National Security Agency (NSA) has recognized the

existential threat quantum technology poses to encryption.

In 2016, the NSA published a memo dictating that the
Committee on National Security Systems (CNSS) should no
longer use five traditional encryption methods as they are
compromised by guantum computing technology.?

In 2018, the National Institute of Security Technology
(NIST) started the development of cryptography
algorithms that could withstand an adversary with access
to the quantum computer. Multiple review rounds have
narrowed the selection to four algorithms as candidates for
standardization, with a decision planned for 2023.2
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1 https://cryptome.org/2016/01/CNSA-Suite-and-Quantum-Computing-FAQ.pdf

2 https://csrc.nist.gov/Projects/Post-Quantum-Cryptography/Workshops-and-Timeline

3 Based on “The Quantum Insider" information.
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Who is investing now?

Investment in quantum computing has increased exponentially.
Governments and corporations around the world are investing
billions on developing quantum computing — it has been
recognized as both a significant security risk and a commercial
opportunity.

» Governments around the world, such as the USA, Russia,
China and Australia, are spending a significant amount to
develop quantum computing capabilities.

» Technology companies are also heavily investing in quantum
technology. For example, Google and IBM have clear
roadmaps on quantum business applications reliant on the
number of entangled qubits.
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Common business.applications and consumer
ervices will be rendered vulnerable.
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@ Internet banking
o Internet banking applications heavily use asymmetric

Diffie-Hellman cryptography to encrypt connections between client and server

Key Exchange (HTTPS) and authenticate transactions (digital signature).

@ Messaging applications
Data confidentiality in messaging applications is based
on cryptography algorithms that are vulnerable in the

presence of an adversary with a quantum computer.

@ Internet of Things

Every loT device communicates with its parents
via HTTPS connection, which involves vulnerable

cryptography.
algorithms . |~ Remote working
at risk @thpttwk(VPN)whhdp

remote working infrastructure, will be
susceptible if not modified.

@ Commercial in confidence

Information, such as board papers and financial
reports, which is usually protected by cryptogra-
phy protocols, will become insecure.

{ ATM transactions
@ ATM transactions are complex, involving interactions
between various technologies. Confidentiality and
integrity of those transactions is based on asymmetric

encryption protocols and thus vulnerable.

Crypto currencies

Quantum computers pose a risk to blockchain-based solutions
because they can recover a private key, which is used to prove
ownership, from publicly available information in the chain.
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I Laying the foundations for a secure quantum future

Becoming secure in the post-quantum world requires the
implementation of quantum-secure technologies, scaled to
the needs of the organization.

In addition to understanding the technical elements that underpin quantum resilience, organizations also need to view their critical
assets and processes through a risk-based lens, in order to make appropriate investment decisions.

Become crypto-agile

Ensure your environment is crypto-agile, i.e., able to work with longer keys, and able to replace old encryption algorithms
with new quantum-resistant encryption algorithms (QRA) recommended by NIST.*

Implement full-entropy random numbers

Use full-entropy random numbers. These are necessary for quantum-resilient cryptography.*

Use longer keys for symmetric encryption

Symmetric encryption keys will need to be twice as long as those used today to enable similar protection, due to quantum
computing speeding up brute force attacks and halving effective key lengths.*

Deploy Quantum Key Distribution

Explore key exchange solutions such as quantum key-distribution (QKD). Use secure links between key management nodes,

protected by QKD and quantum-resistant algorithms.*

Identification
Identification of IT assets
where potentially vulnerable
cryptography is used

Business scenarios

Mapping of crypto-enabled IT assets
to business processes and then to
client experience scenarios

Risk picture

Development of the overarching and
holistic risk picture on technical,
operational, client and socio levels
with links between risk levels
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4 https://www.quintessencelabs.com/quantum-safe-cyber-security/

Implementation

Implementation of the end-to-end
roadmap and update of risk scenarios
over time as quantum technology evolves

Quantum resilience

Development of a quantum resilience
plan covering technical, operational
and client aspects based on the chosen
risk appetite

Risk scenarios

Risk and cost/benefit analysis for
possible scenarios meeting different
levels of risk appetite
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